
P
utting

the
G

enie
B

ack
in

the
B

ottle:

N
uclear

N
on-P

roliferation
in

the
N

ew

M
illenniu

m

G
.P.G

ilfoyle

P
hysics

D
epartm

ent,U
niversity

ofR
ichm

ond,V
irginia

O
utline:

1.
H

ow
can

nuclear
m

aterials
hurtm

e?
2.

W
here

do
you

getthe
stuff?

3.
W

hatcan
an

opponentdo
w

ith
it?

4.
W

hatis
being

done
aboutit?

5.
W

hatdoes
itallm

ean?



W
hat

Is
R

adiation?



W
hat

Is
R

adiation?
�

E
m

ission
or

release
of

energy
from

atom
ic

nucleiin
the

form
of

sub-
atom

ic
particles

like
photons,electrons,or

other
atom

ic
nuclei.

�

T
here

is
naturalbackground

radiation
allaround

us
that

accounts
for

about80%
ofthe

radiation
on

the
E

arth.

�

M
ost

of
the

m
an-m

ade
radiation

is
from

X
-ray

m
achines

and
other

m
edicalprocedures

like
cancer

treatm
ents.

�

W
ide

range
ofindustrialuses.

–
sterilize

fully
packaged

and
sealed

m
edicalsupplies

at
room

tem
-

perature
(particularly

im
portantfor

plastic
single

use
products).

–
cure

rubbers
and

plastics
w

ith
control

unattainable
w

ith
conven-

tionalchem
icaltechniques.

–
cure

solventless
paints

and
coatings

w
ith

unm
atched

speed.

–
food

processing.

–
w

aste
stream

treatm
ent.



N
uclear

W
eapons

101
�

F
issile

m
aterials

( �
��
�

, �
���

, �
��
�
�

)
are

used
to

m
ake

w
eapons

of
devastating

pow
er.

�

O
nly

about
8

kg
of

plutonium
or

25
kg

of
highly-enriched

uranium
(H

E
U

)
is

needed
is

needed
to

produce
a

w
eapon.

�

A
s

each
nucleus

splits,
it

em
its

2
or

so
neutrons

plus
lots

of
energy.

M
ostofthe

neutrons
leave

the
m

aterialw
ithoutstriking

any
othernuclei

under
norm

alconditions.

�

Increasing
the

density
w

illcreate
a

‘chain
reaction’w

here
the

em
itted

neutrons
cause

other
fissions

in
a

self-propagating
process.

U
 nuclei

235neutrons

A
 C

hain R
eaction



N
uclear

W
eapons

101
�

A
uranium

,gun-type
nuclear

w
eapon.

�

H
igh

explosive
detonates

pushing
highly-enriched

uranium
athigh

speed
dow

n
the

gun
tube

and
into

the
other

piece
ofactive

m
aterial.

T
he

density
increases

enough
to

startthe
chain

reaction.

�
�
�
�
�
�
�

�
�
�
�
�
�
�

�
�
�
�
�
�
�

�
�
�
�
�
�
�

�
�
�
�
�
�
�

�
�
�
�
�
�
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A
ctive 

M
aterial

G
un T

ube
T

am
per

T
am

per

Propellant

�

A
tw

o-stage,therm
onuclear

w
eapon.

�

H
igh

explosive
detonates

crushing
the

plutonium
prim

ary
to

a
density

w
here

fission
can

occur.

�

T
he

uranium
and

plutonium
in

the
secondary

burn
and

increase
the

tem
perature

untilfusion
starts.

T
he

energy
released

by
the

fusion
re-

action
raises

the
tem

perature
even

higher
and

burns
m

ore
of

the
fis-

sion
fuel.

Plutonium
U

ranium
 T

am
perFusion Fuel

H
igh E

xplosive

Plutonium

Prim
ary

Secondary



N
uclear

W
eapons

101
�

T
he

picture
below

illustrates
the

effectofa
20

kiloton
blast(the

size
of

the
N

agasakibom
b)

dropped
on

the
S

cience
M

useum
ofV

irginia.

C
rater

A
ll buildings

destroyed

L
im

it of first
degree burns
from

 therm
al

pulse

�

T
he

U
S

and
R

ussia
have

m
ilitary

stockpiles
containing

1600
tons

of
highly-enriched

uranium
(H

E
U

)
and

200
tons

ofplutonium
.

�

T
he

dangerous
radioactivity

is
produced

only
during

the
blast.



T
he

R
adiation

D
ispersal

D
evice

(‘dirty
bom

b’)
�

T
he

dirty
bom

b
com

bines
conventionalexplosives

w
ith

highly
radioac-

tive
m

aterials.
T

he
explosion

vaporizes
the

radioactive
m

aterials
(the

atom
ic

nucleiare
unaffected)

and
disperses

them
into

the
air.

�

A
lm

ostallofthe
im

m
ediate

dam
age

is
due

to
blastN

O
T

due
to

radia-
tion.

�

S
tudies

ofthe
range

of
possible

attacks
have

show
n

thatthe
biggest

im
pacts

w
illbe

an
increase

in
the

cancer
rate

and
the

econom
ic

costofthe
cleanup.

5.0%
 increase

0.5%
 increase

0.05%
 increase

‘D
irty

B
om

bs:
R

esponse
to

a
T

hreat’,F
ederation

of
A

m
erican

S
cientists

P
ublic

InterestR
eport,V

ol.
55,

no.
2,2002.



T
he

S
oviet

and
U

S
N

uclear
A

rsenals
�

B
y

the
end

of
the

C
old

W
ar

the
U

S
and

U
S

S
R

had
nuclear

arsenals
containing

about64,000
w

arheads
on

various
delivery

vehicles.

�

U
S

and
S

ovietm
ilitary

stockpiles
contained

about1600
tons

ofhighly-
enriched

uranium
(H

E
U

)
and

about200
tons

ofplutonium
.

�

A
n

unforeseen
consequence

of
the

end
of

the
C

old
W

ar
w

as
the

dis-
position

ofnuclear
w

eapons
m

aterials.



N
on-m

ilitar
y

S
ources

of
R

adioactive
M

aterials

�

T
he

am
ounts

and
types

of
m

aterials
are

less
w

ell
know

n
than

in
the

nuclear
w

eapons
case.

�

E
specially

in
the

form
er

S
ovietU

nion
m

any
radioactive

m
aterials

have
been

orphaned,i.e.
they

are
outside

officialregulatory
control,accord-

ing
to

the
InternationalA

tom
ic

E
nergy

A
gency.

�

F
uelfor

nuclear
reactors

is
not

considered
a

nuclear
w

eapons
prolif-

eration
risk

and
is

not
subject

to
the

tight
security

of
w

eapons-grade
m

aterials.
W

orld
dem

and
for

reactor
fuelis

at
about

60,000
tons

per
year.

�

T
he

U
S

nuclear
pow

er
industry

produces
about

30,000
tons

of
spent

fueleach
year.



F
issile

M
aterial

S
ecurity

D
eclines

in
R

ussia
(loose

n
ukes)

�
T

he
econom

ic
situation

in
R

ussia
left

few
funds

for
m

aintaining
the

security
ofnow

-unused
nuclear

m
aterials.

�

W
eapons-grade

m
aterial

is
dispersed

in
hundreds

of
buildings

m
any

w
ith

poor
security

and
accounting.

B
uilding at the

K
urchatov Institute

housing H
E

U
 w

ith
no m

otion sensors,
detectors, or portal
m

onitors.

�

S
ince

1991
there

have
been

num
erous

instances
of

nuclear
sm

ug-
gling,

but
there

is
no

hard
evidence

that
any

w
eapons-grade

m
aterial

from
the

R
ussian

nuclear
w

eapons
com

plex
has

been
stolen.



W
hy

should
you

care?
�

T
he

U
S

and
m

ostother
nations

have
a

long-standing
policy

ofnuclear
nonproliferation.

�

A
nuclearblastw

ould
have

horrific
consequences;loss

oflife,property,
and

security.

�

E
ven

acquisition
of

a
nuclear

w
eapon

by
an

adversary
could

have
a

devastating
influence

on
U

S
security

and
non-proliferation.

�

O
ne

of
the

highest
hurdles

to
obtaining

a
n

uclear
w

eapon
is

ac-
quiring

enough
w

eapons-grade
fissile

m
aterial

to
produce

a
bom

b
.

Iraq
spent

$5-$10
billion

in
the

1980’s
to

produce
a

few
gram

s
of

plu-
tonium

.

�

S
m

uggling
fissile

m
aterialis

a
‘short-cut’to

acquiring
nuclearw

eapons;
itlow

ers
the

acquisition
hurdle.

�

P
revention

(i.e.,security)is
criticalespecially

againstan
‘insider’threat.



Is
the

threat
real?

�

V
ulnerability

offissile
m

aterialto
insider

theft.

–
T

he
U

S
S

R
relied

on
‘guards,guns,and

gulag’for
security.

M
orale

in
the

defense
com

plex
w

as
high

and
there

w
as

less
concern

about
sm

uggling
by

the
staff.

–
F

inancialand
econom

ic
problem

s
in

the
R

ussian
nuclearcities

dur-
ing

the
1990’s

m
ade

the
staff

susceptible
to

the
tem

ptation
of

nu-
clear

sm
uggling

(the
insider

threat).

�

A
re

there
buyers?

–
Likely!

T
here

is
abundantanecdotalevidence.

–
Iraq

spent
$5-$10

billion
in

the
1980’s

to
produce

a
few

gram
s

of
plutonium

.
T

hey
continue

this
effort.

–
A

um
S

hinrikyo
and

O
sam

a
bin

Laden’s
group

(tw
o

terroristorgani-
zations)

supposedly
tried

to
obtain

fissile
m

aterial.



C
an

A
n

O
pponent

B
uild

a
N

uclear
B

om
b?

�

W
hatcan

a
nation-state

do?

–
T

he
technology

to
enrich

uranium
or

plutonium
is

w
ithin

the
reach

ofm
any

countries.

–
A

sim
ple,low

-yield,uranium
w

eapon
could

probably
be

assem
bled

w
ith

a
reasonable

chance
of

going
off

w
ithout

testing.
Low

yield
here

m
eans

aboutthe
size

ofthe
H

iroshim
a

bom
b.

–
Itis

m
uch

m
ore

difficultto
produce

a
sm

all,therm
onuclear

w
eapon

thatcould
be

m
ounted

on
a

ballistic
m

issile.

�

W
hatcan

a
terroristorganization

do?

–
P

roducing
enriched

uranium
orplutonium

is
beyond

the
capabilities

ofm
ostterrorists,butstealing

itis
N

O
T

!

–
A

gun-type,uranium
w

eapon
oflow

yield
is

stilla
difficultendeavor,

butcould
be

done.

–
T

here
are

other
alternatives

for
terrorists

like
a

‘dirty
bom

b’or
the

traditionalguns
and

bom
bs.



T
he

U
S

R
esponse

�
In

1991
the

U
S

C
ongress

passes
the

N
unn-Lugar

A
ct.

T
he

U
S

pays
to

im
prove

security
of

fissile
m

aterials
and

to
dism

antle
the

R
ussian

nuclear
com

plex
(cooperative

threatreduction).

Fissile M
aterial Storage Facility

under construction at M
ayak,

financed by the U
S C

ooperative
T

hreat R
eduction program

.

�

T
he

U
S

spends
about$700

m
illion

a
year

to
reduce

this
threat.

�

T
he

F
issile

M
aterialS

torage
Facility

(F
M

S
F

)
w

illsecurely
store

pluto-
nium

and
uranium

from
dism

antled
w

eapons.

�

T
he

H
E

U
P

urchase
A

greem
entrequires

500
m

etric
tons

ofH
E

U
to

be
dow

nblended
to

reactor
fuel(a

form
not

usable
in

a
nuclear

w
eapon)

by
2013

ata
costof$20

billion.



C
an

an
opponent

m
ake

a
‘dirty

bom
b’?

�

T
he

radioactive
m

aterialis
M

U
C

H
easier

to
obtain.

�

T
he

m
aterialis

w
idely

used
in

m
edicine,industry,and

academ
ia.

�

T
he

scenario
m

entioned
above

w
as

based
on

the
am

ount
of

cesium
found

in
a

m
edicalgauge

in
N

orth
C

arolina
lastspring.

�

T
he

InternationalA
tom

ic
E

nergy
A

gency
(IA

E
A

)
has

found
m

ore
than

100
countries

around
the

w
orld

thatlack
adequate

controls
on

radioac-
tive

m
aterials.

�

T
he

answ
er

is
yes,

but
the

effects
are

far
less

grave
than

a
nuclear

bom
b.



T
he

U
S

R
esponse

�
E

ducate
ourselves

(go
to

talks
like

this
one)!

P
anic

m
ay

be
the

m
ost

dam
aging

consequence.

�

T
he

U
S

governm
entis

tightening
licensing

procedures
and

raising
se-

curity
standards

for
radioactive

m
aterial.

�

R
esearch

is
being

funded
for

replacem
enttechnologies

(e.g.,ion
beam

s
to

sterilize
food

instead
ofradioactive

sources).

�

D
evelop

new
m

itigation
technologies,i.e.,better
cleanup

m
ethods.

�

Im
prove

detection
in

sensitive
areas.

�

D
evelop

response
plans

coordinating
state,local,

and
federalgovern-

m
entagencies.



Is
it

W
orking?

�

C
onsiderable

progress
has

been
m

ade.

�

T
he

U
S

D
epartm

ent
of

E
nergy

has
installed

com
plete

or
partial

se-
curity

system
s

to
protect

about
32%

of
603

m
etric

tons
of

insecure,
w

eapons-grade
m

aterial � �

�

O
pps!

T
he

previous
statem

entm
eans

there
are

about410
m

etric
tons

vulnerable
to

theft.

�

M
uch

rem
ains

to
be

done.

E
xam

ple of enhanced security
system

s at R
ussian M

instry of 
D

efense nuclear storage sites that
are provided by the U

S.

2.
G

overnm
entA

ccounting
O

ffice,S
ecurity

ofR
ussia’s

N
uclear

M
aterial,

G
A

O
-01-312,F

ebruary
2001.



Layers
of

D
efense

�
T

he
firstline

ofdefense.

–
C

onsolidate,
elim

inate,
and

secure
R

ussian
nuclear

m
aterials

and
delivery

system
s.

�

T
he

second
line

ofdefense.

–
P

rovide
equipm

entand
training

for
exportcontrols

in
R

ussia
and

the
centralA

sian
states

like
U

zbekistan,Turkm
enistan,etc.

�

T
he

third
line

ofdefense
problem

.

–
T

he
U

S
has

extensive,porous
borders.

In
2000,645

m
etric

tons
of

cocaine
w

ere
shipped

into
the

U
S

���

1.
N

ationalD
rug

Intelligence
C

enter,
N

ationalD
rug

T
hreat

A
ssessm

ent
2002,2002-Q

0317-001,D
ecem

ber,2001.



A
ssess

ing
R

isk

W
hatshould

you
stay

aw
ake

w
orrying

aboutatnight?

N
um

ber
ofD

eaths
C

ause
in

2000
2,400,000

A
llcauses

46,000
C

ar
and

truck
accidents

29,000
S

uicide
20,000

P
oisoning

17,000
H

om
icide

14,000
Falling

4,000
D

row
ning

3,000
F

ire
2,000

E
nvironm

ent

S
ource:

U
.S

.N
ationalC

enter
for

H
ealth

S
tatistics,N

ationalV
italS

tatistics
R

eport,V
ol.

50,no.
15,S

ept.
16,2002.

W
eb:

w
w

w
.cdc.gov/nchs

.



C
onc

lusio
ns

�
D

o
w

e
live

in
a

safer
w

orld
than

during
the

C
old

W
ar?

Yes,sortof.
�

Is
nuclear

terrorism
likely?

M
aybe.

–
N

uclear
bom

bs
are

stilldifficult;
dirty

bom
bs

are
not.

N
uclear

ter-
rorism

could
have

a
large

psychologicaleffect.

–
T

he
w

eapons
ofchoice

w
illstillbe

guns,knives,and
explosives.

�

H
as

the
threatofa

nuclear
conflictincreased?

Yes,sortof.

–
T

he
threatofa

large-scale
nuclearw

arbetw
een

R
ussia

and
the

U
S

is
sm

aller.

–
T

he
proliferation

ofnuclear
w

eapons
technology

has
increased

the
risk

ofnuclear
w

eapons
being

used.

�

W
hat

can
be

done?
Lots,

but
it

w
illtake

tim
e,

m
oney

and
leadership

from
the

U
S

.

�

W
hatcan

Ido?

–
Learn!

P
anic

is
one

ofthe
chiefenem

ies.

–
E

ngage!
D

iscuss
these

issues
w

ith
others.

–
V

ote!
W

rite
to

C
ongress.



W
hat

are
all

those
abbre

viations?

A
bbreviation

F
ulltitle

S
tatus

before
9/11

S
tatus

after
9/11

C
T

B
T

C
om

prehensive
Test

B
an

Treaty
N

ot
supported

by
adm

inistration.
N

o
change.

N
P

T
N

on-P
roliferation

Treaty
S

ee
C

T
B

T.
N

o
change.

A
B

M
A

nti-B
allistic

M
issile

Treaty
U

S
is

scheduled
to

w
ithdraw

.
N

o
change.

B
W

C
B

iological
W

eapons
C

onvention
U

S
w

ithdraw
s.

N
o

change.

C
T

R
C

ooperative
T

hreat
R

eduction
Faced

significant
budgetcuts.

B
udgetrestored.



S
cience

and
S

ecurity
in

an
A

ge
ofTerrorism

G
.P.G

ilfoyle
P

hysics
D

epartm
ent,U

niversity
ofR

ichm
ond

F
ebruary

5,2003,7:30
pm

,S
cience

M
useum

ofV
irginia

P
residentB

ush
has

called
on

our
nation’s

scientists
and

engineers
to

har-
ness

the
vast

capabilities
of

science
and

technology
to

provide
greater

security
in

the
w

ar
on

terrorism
.

T
his

talk
focuses

on
som

e
ofthe

problem
s

w
e

face
in

thatw
ar,the

ideas
thatm

ay
w

in
it,and

atw
hatprice.

S
om

e
new

technologies
(and

their
im

plications)

�

N
ew

w
ays

to
detectchem

icaland
biologicalagents.

�

N
ew

databases
and

new
paths

to
find

inform
ation.

�

TotalInform
ation

A
w

areness.

�

S
w

arm
intelligence

-
‘M

inority
R

eport’in
the

m
aking.


